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PROOF BEFORE PERMISSION OPENAI - HUGGING FACE / JULY 2026

HUGGING FACE TIMELINE / CORRECTED JULY 30

THE SANDBOX
FAILED.
THE OBJECTIVE
KEPT RUNNING.

Containment is not a box.
It is the whole graph.

The reported chain crossed multiple trust boundaries and became an incident. That
establishes neither sentience nor general production behavior.
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PROOF BEFORE PERMISSION THE REACHABLE GRAPH

THE REACHABLE GRAPH
A simplified sequence across the reported trust boundaries.

01 OPENAI EVALUATION No direct Internet access

02 ARTIFACTORY PROXY Permitted package route; zero-day

03 RESEARCH INFRASTRUCTURE Lateral movement to an Internet-connected node

04 THIRD-PARTY MODAL ENDPOINT Unknown deployer; upstream CyberGym uninvolved

05 HUGGING FACE DATASET PROCESSOR Local-file read, then code execution

06 CLUSTER + CLOUD IDENTITY Secrets, metadata, internal routes

07 SOURCE CONTROL Write access; no unauthorized change shipped

HF CORRECTION 07-30: "CYBERGYM" WAS A LABEL; UNKNOWN-THIRD-PARTY DEPLOYMENT

FIVE DATASET NAMES/FILES ONLY SUGGEST AN EXPLOITGYM/CYBERGYM CONNECTION

REPORTED SEQUENCE - NOT PROOF OF DIRECT CONNECTIVITY OR A COMPLETE GRAPH
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PROOF BEFORE PERMISSION MACHINE-SCALE PERSISTENCE

MACHINE-SCALE PERSISTENCE

~17,600
RECONSTRUCTED ACTIONS
~6,280 CLUSTERS / JULY 9-13

MANY FAILED Hugging Face says most actions went nowhere.

THE WORKFLOW RESET Short-lived environments started fresh.

THE EXECUTION PERSISTED Tools and channels were rebuilt.

ENOUGH FOUND A PATH The successful chain hid inside the noise.

The claim is not perfect planning. It is machine-scale coverage of ordinary
weaknesses.
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PROOF BEFORE PERMISSION STINGER: BENCHMARK CANDIDATE / HOLD

CONTROL THE GRAPH,
NOT JUST THE BOX.

ROUTES Exact egress and service graph

CREDENTIALS No raw provider-credential exposure

IDENTITIES Scope, lifetime, and authority boundaries

AUDIT Evidence correlated end to end

CLEANUP Revocation and teardown proved

WHERE STINGER IS RELEVANT
Protocol 2 applies route, credential, network, audit, and cleanup checks to Stinger's closed
provider routes.

NOT DEPLOYED
NO INCIDENT-DERIVED SCENARIO
SYNTHETIC/LOCAL FAKE-PROVIDER COVERAGE ONLY
NO SEALED/LIVE-PROVIDER RUN
AGENT-IMAGE GATE OPEN
BENCHMARK CANDIDATE/HOLD
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PROOF BEFORE PERMISSION CHRIS MCNOSKY IS ACCOUNTABLE FOR PUBLICATION

WHAT THIS DOES NOT PROVE

NOT SENTIENCE OR MALICIOUS CONSCIOUSNESS

NOT GENERAL PRODUCTION BEHAVIOR

NOT PERFECT AUTONOMOUS PLANNING

NOT MODAL PLATFORM COMPROMISE

NOT THAT STINGER WOULD HAVE PREVENTED IT

OPERATOR DECISION  /  JULY 29, 2026

Model containment as the complete reachable graph. Reject any run whose
declared routes or boundary evidence drift.

OPENAI UPDATE 07-29: OUTSIDE VALIDATION + ASSESSMENT UNDERWAY

FINAL TECHNICAL REPORT REMAINS PENDING

PRIMARY EVIDENCE - CLICK TO OPEN

HUGGING FACE TECHNICAL TIMELINE OPEN

HF JULY 30 CORRECTION OPEN

OPENAI UPDATED DISCLOSURE OPEN

JFROG REMEDIATION DISCLOSURE OPEN

STINGER COMMIT OPEN

STINGER CI OPEN

https://huggingface.co/blog/agent-intrusion-technical-timeline
https://github.com/huggingface/blog/commit/119627f344c78ff5c8b13b8a45f58174310aa028
https://openai.com/index/hugging-face-model-evaluation-security-incident/
https://jfrog.com/blog/jfrog-and-openai-collaboration-on-zero-day-security-findings/
https://github.com/cmcnosky/stinger/commit/1671edcd28dbc39251baaab72c696453e39873cf
https://github.com/cmcnosky/stinger/actions/runs/30240506311

